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1	Decision/action requested
Approve this contribution to add a new key issue in the eNA study TR33.866
2	References
[1] 3GPP TR 23.700-91: “Study on enablers for network automation for the 5G System (5GS); Phase 2”
3	Rationale
In [1], Key Issue #8 "UE data as an input for analytics generation" addresses whether and how to enhance the 5GS to support collection and utilisation of data provided by the UE in NWDAF in order to provide input information to generate analytics information (to be consumed by other NFs). This key issue addresses the security of data collection from the UE. 
In [1], the followings are agreed as interim conclusion for Key Issue #8.
For UE data reporting procedure:
- 	The user plane-based solution is agreed for UE data collection. NWDAF interacts with an AF in the MNO domain or an AF external to MNO domain to collect UE data as an input for analytics generation. The data provided by the MNO AF or external AF to NWDAF is based on collected data from UE over user plane. 
-	The UE Application is configured with the address of the AF to contact. The UE Application may be configured to contact an AF in MNO domain (i.e. a trusted AF) or an AF external to the MNO domain (i.e. an untrusted AF). How the new UE data is collected by the AF may be developed by SA4 and feedback from SA4 will be considered if there is any SA2 work to be done.
Observation:  With this agreement in TR 23.700-91, the solutions will have impact on UE. Thus, the aim of this proposed KI is to identify potential security threats and provide solutions to mitigate corresponding threats. This KI addresses the communication security between UE Application and an AF in the MNO domain. 
4	Detailed proposal

[bookmark: _Toc39138065]***	BEGINNING OF 1st CHANGES ***
5.1.X	Key Issue #1.X: Security of data collection from UE
5.1.X.1	Key issue details
In [2], Key Issue #8 "UE data as an input for analytics generation" addresses whether and how to enhance the 5GS to support collection and utilisation of data provided by the UE in NWDAF in order to provide input information to generate analytics information (to be consumed by other NFs). This key issue addresses the security of data collection from the UE. 
In [2], the followings are agreed as interim conclusion for Key Issue #8.
For UE data reporting procedure:
- 	The user plane-based solution is agreed for UE data collection. NWDAF interacts with an AF in the MNO domain or an AF external to MNO domain to collect UE data as an input for analytics generation. The data provided by the MNO AF or external AF to NWDAF is based on collected data from UE over user plane. 
-	The UE Application is configured with the address of the AF to contact. The UE Application may be configured to contact an AF in MNO domain (i.e. a trusted AF) or an AF external to the MNO domain (i.e. an untrusted AF). How the new UE data is collected by the AF may be developed by SA4 and feedback from SA4 will be considered if there is any SA2 work to be done.
[bookmark: _Toc352074859][bookmark: _Toc494269866]Observation:  With this agreement in TR 23.700-91, the solutions will have impact on UE. Thus, the aim of this proposed KI is to identify potential security threats and provide solutions to mitigate corresponding threats. This KI addresses the communication security between UE Application and an AF in the MNO domain. 
5.1.X.2	Threats
If the UE is not authenticated by the network, then an unauthorized entity can send data on behalf of a UE, which may cause wrong analytic results. 
In case of the network is not authenticated by the UE, the UE may send UE data to an unauthorized entity, which may lead to leakage of sensitive data of the UE. 
If the communication between the UE and network is not confidentiality protected, then sensitive information about UEs may be leaked to unauthorized entities.
If the integrity of the data collected from UE is not protected, the analytics may not be accurate.
Replay attacks may lead to usage of same UE data more than once, and therefore, it may cause wrong analytic results. 
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The UE and network shall be mutually authenticated.
The transfer of UE data shall be confidentiality, integrity and replay protected.
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